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1.  Purpose

1.1  Risk management is the systematic identification, assessment, treatment, and monitoring of 

risks that could affect ASF's ability to deliver a credible, impartial, and high-quality accreditation 

programme. This policy establishes ASF's approach to risk management as a standing component 

of its quality management system, integrated with internal audit (ASF-QMS-001) and management 

review (ASF-QMS-002).

1.2  The risk management framework in this policy is based on ISO 31000:2018 principles and is 

adapted for the specific operational context of an international accreditation body. The purpose is 

not to eliminate all risk — that is not achievable — but to ensure that ASF's risk exposure is 

understood, managed to an acceptable level, and regularly reviewed.

2.  Risk Categories

2.1  ASF's risk register organises risks into the following categories. Each category is assessed as 

part of the annual risk review cycle:

Risk category Description Example risks

Impartiality risk Risks that could compromise — or appear 

to compromise — the independence of 

ASF's accreditation decisions

Undisclosed CoI; financial 

dependency on a single accredited 

organisation; surveyor relationship 

with an applicant

Standards quality 

risk

Risks to the validity, currency, and 

relevance of ASF's accreditation 

standards

Standards not updated in response to 

regulatory change; criteria that do not 

reflect current clinical evidence

Operational risk Risks to ASF's ability to deliver surveys 

on time, with competent surveyors, and to 

agreed quality

Surveyor shortage; survey scheduling 

failures; loss of a key staff member

Legal and 

compliance risk

Risks of non-compliance with applicable 

law, including GDPR, French civil law, 

Georgian law, and contractual obligations

Data breach; breach of Accreditation 

Agreement; regulatory investigation

Reputational risk Risks to ASF's credibility, standing with 

ISQua, and trust among applicants, 

accredited organisations, and regulators

A high-profile adverse event at an 

accredited facility; media criticism; 

unfair complaint upheld against a 

surveyor

Financial and 

sustainability risk

Risks to ASF's financial stability and long-

term operational viability

Revenue below forecast; unpaid 

survey fees; unbudgeted costs

3.  Risk Assessment — Likelihood and Impact Scoring

3.1  Each identified risk is assessed on two dimensions using a five-point scale:
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(a)  Likelihood: 1 = Rare (less than once in 10 years); 2 = Unlikely (once in 5–10 years); 3 = 
Possible (once in 2–5 years); 4 = Likely (once a year or more); 5 = Almost certain (multiple 
times per year).

(b)  Impact: 1 = Negligible; 2 = Minor; 3 = Moderate; 4 = Major; 5 = Critical (threatens ASF's 
ability to continue operating or its ISQua EEA accreditation).

3.2  The inherent risk score is calculated as Likelihood × Impact (range 1–25). The residual risk 

score is calculated after applying existing controls. Both scores are recorded in the risk register.

3.3  Risk levels and the required management responses are as follows:

Risk level Likelihood × 
Impact

Score range Required action and 
timescale

CRITICAL High likelihood × 

High impact

16–25 Immediate escalation to ASF 

President; treatment plan within 

5 working days; extraordinary 

management review convened 

if not resolved within 15 working 

days

HIGH High likelihood × 

Medium impact, or 

Medium × High

10–15 Treatment plan within 15 

working days; reported at next 

management review; monthly 

monitoring

MEDIUM Medium likelihood × 

Medium impact, or 

Low × High

6–9 Treatment plan within 30 

working days; reported at 

annual management review; 

quarterly monitoring

LOW Low likelihood × 

Low impact, or Low 

× Medium

1–5 Accepted or monitored; 

reviewed at annual audit; no 

immediate action required 

unless score increases

4.  Risk Assessment Process — Five Steps

Step 1 — Risk Identification

4.1  Risks are identified through: review of previous internal audit findings; management review 

outputs; complaints and appeals data; changes in ASF's operating environment; and the 

professional judgement of ASF staff, committee members, and surveyors. Any ASF staff member or 

committee member may submit a risk identification to the QMS Coordinator at any time.

Step 2 — Risk Analysis

4.2  The QMS Coordinator analyses each identified risk, assigns it to the appropriate category, and 

scores its likelihood and impact (inherent score) using the scales in §3.1. Existing controls are 

identified and documented.
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Step 3 — Risk Evaluation

4.3  The residual risk score is calculated after accounting for existing controls. The risk is rated as 

Critical, High, Medium, or Low using the matrix in §3.3. Risks rated Critical or High are escalated to 

the ASF President immediately.

Step 4 — Risk Treatment

4.4  For each risk rated Medium or above, a risk treatment plan is agreed. The four standard risk 

treatment options are:

(a)  Avoid — discontinue the activity or process that gives rise to the risk;

(b)  Reduce — implement additional controls to reduce the likelihood and/or impact to an 
acceptable residual level;

(c)  Transfer — transfer some or all of the risk to a third party (e.g. through insurance or 
contractual provisions);

(d)  Accept — acknowledge the risk and accept it without further action, where the cost of 
treatment exceeds the benefit, and the residual risk is within ASF's risk appetite.

4.5  Risks rated Critical are never accepted without a documented rationale and explicit approval by 

the ASF President. No Critical risk may be accepted without a compensating control that reduces 

the effective rating to High or below.

Step 5 — Monitoring and Review

4.6  The risk register is reviewed at the following points:

(a)  At each annual management review — all risks reviewed; ratings updated to reflect changes 
in likelihood, impact, or control effectiveness since the last review;

(b)  At each extraordinary management review — risks in the relevant category reviewed as part 
of the trigger-issue assessment;

(c)  Following each internal audit cycle — audit findings used to update risk ratings for the 
audited process area;

(d)  When a significant change occurs in ASF's operating environment — a new standard type 
launched, a new regulatory requirement, a change in surveyor pool — the QMS Coordinator 
conducts a targeted risk review within 20 working days.

5.  Risk Register

5.1  The ASF risk register is maintained by the QMS Coordinator and approved by the ASF 

President. It is a living document updated at least annually and following each of the triggers in §4.6. 

The register records for each risk:

(a)  Risk ID (sequential, e.g. R-001);

(b)  Risk category (from §2.1);

(c)  Risk description — what could go wrong, and why;

(d)  Current controls — what is already in place to manage this risk;

(e)  Inherent risk score (Likelihood × Impact before controls);

(f)  Residual risk score (Likelihood × Impact after controls);

(g)  Risk rating (Critical / High / Medium / Low);

(h)  Risk treatment plan and target residual rating;
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(i)  Owner — the named person responsible for managing the risk and implementing the 
treatment plan;

(j)  Date last reviewed and next scheduled review date.

5.2  The risk register is presented to the annual management review as a mandatory review input 

(ASF-QMS-002, §4.1, item 2). A summary of High and Critical risks is included in the pre-meeting 

documentation pack.

6.  Records

6.1  The following records are maintained by the QMS Coordinator and retained for a minimum of 5 

years:

(a)  the risk register and all prior versions;

(b)  risk treatment plans and their implementation status;

(c)  risk escalation records (for Critical and High risks);

(d)  the risk summary presented at each management review.

7.  ISQua EEA Alignment

7.1  This policy supports ISQua EEA Principle 10 (Quality Management System), which requires 

accreditation bodies to have a systematic approach to identifying and managing risks to the 

impartiality, integrity, and performance of their accreditation programme. It also supports Principle 4 

(Independence), insofar as impartiality risk management is a standing component of the risk 

framework. The ASF ISQua EEA Crosswalk (ASF-EV-004) maps the provisions of this policy to the 

applicable EEA criteria.
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